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3.1 Introduction  
	  
The proposed algorithm is called the CLB-RSA algorithm. “CLB” stands for 
classification and loop based process. “C” stands for classification, while “LB” stands 
for loop based. Two enhancement processes are used in the proposed algorithm. The 
results were good after implementations of these two processes. This algorithm focuses 
on the replacement of the Certificate Authority (CA) that used in Identity Based 
Encryption (IBE). A CRC32 hash function is used to create a public key, as used in the 
Tripathi algorithm. The Tripathi algorithm was able to use a user identity as a public 
key. The proposed algorithm can also use a user identity as a public key. Examples of a 
user’s identity are name, E-mail, and nickname. In algorithm testing, E-mail addresses 
are used as a public key to determine whether the developed algorithm is able to use all 
types of E-mails from various domains. E-mail addresses chosen were for testing from 
domains issued by yahoo, Gmail, Hotmail, etc. The aim of this research is to ensure that 
the resulting algorithm is able to use all of the different types of E-mail domains as 
public keys. The proposed algorithm is an enhancement of the Tripathi algorithm. The 
improvement of the Tripathi algorithm is to produce a more complete algorithm that 
gives better results.  
The improvement was made to ensure that all E-mail addresses can be used as a 
public key. This is because the Tripathi algorithm cannot use all the E-mails as a public 
key; only certain E-mails can be used. A comparison of the performance can be seen 
between the Tripathi algorithm and the proposed algorithm. A comparison was 
performed for both algorithms in terms of the number of E-mails that can be used as 
public keys. The comparison was done on 20 E-mail samples. The proposed algorithm 
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(CLB-RSA) consists of five components, which is similar to the original RSA 
algorithm. The five components are input, key generation, encryption, decryption and 
output. However, this research focuses on the key generation process only, because 
public keys and private keys will be distributed in the key generation process prior to 
being used in encryption and decryption.   
This chapter also discusses the key generation process, which is the most 
important component in the production of cryptographic keys. These key generations 
are modified and enhanced to make sure this algorithm is able use all types of E-mails 
as a public key. This enhancement process is used to complement the Tripathi 
algorithm, which is unable to use all E-mails as a public key. Only some of the E-mails 
are effectively used as a public key. For a simple example, user A has an E-mail address 
asaiman@E-mail.com.my. This E-mail is tested in the Tripathi algorithm, and whether 
it can be used as a public key or not. If this E-mail cannot be used as a public key, the 
user must provide another E-mail address to be used as a public key. Hence, this CLB-
RSA algorithm was developed to make sure users only need to have one E-mail. The 
CLB-RSA will make sure that E-mails from any domain can be used as a public key. 
Therefore, all E-mails can be a public key, and every user only needs to provide one E-
mail.  
 
3.2 CLB-RSA Components 
	  
Figure 3.1 shows the five components in the CLB-RSA algorithm. These 
components are also included in previous algorithms, such as RSA and Tripathi. Five 
components are interlinked with each other. It consists of three very important process, 
which are the key generation process, process of encryption, decryption process, as well 
as input and output, as shown in Figure 3.1. The key generation process is the most 
important part of the RSA algorithm, because it provides the public and the private 
keys. An encryption algorithm transforms the plaintext into cipher-text, and a 
decryption algorithm transforms the cipher-text back into plaintext. The sender uses an 
encryption algorithm, while the receiver uses a decryption algorithm.  
An original intelligible message which is fed as input before being transformed 
is called plain text (William & Stallings, 2006). Input is data to keep confidential from 
36 
 
the public. It consists of a variety of forms, including plain text data or image data. 
However, to test this algorithm, plain text data will be used. The sender enters the 
receiver’s public key to send messages to the receiver. The input is converted into a 
code form that is known as cipher-text. If hackers acquire this cipher-text, they will not 
be able to read or understanding this code, because they do not have the private key. 
The cipher-text is a form of data that cannot be understood. Cipher-text can only be 
converted to plain text if the correct private key is used.  
 
Figure 3.1: RSA Components 
The enhancement for the proposed algorithm (CLB-RSA) is only on the key 
generation process, in order to make sure all E-mails can be used as public keys. So the 
others processes remain similar to the Tripathi algorithm. However, the idea to develop 
this proposed algorithm comes from the issue inherent in the Tripathi algorithm. The 
enhancement process is only on the key generation process, as show in Figure 3.2. This 
figure shows the processes used in the CLB-RSA algorithm to make sure all users’ E-
mails can be used as public keys. The difference between the CLB-RSA and the 
Tripathi algorithm is in the key generation process. 
